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1. Andleny

1.1 undnendes muneds uminedesrsdgdoddud waefi 202 auudrailen
fuathaiien suneidles Jwmindeslml

1.2 szuudumadidn vunei szuueSeveBumesilnnuUanng

1.3 ununmnsideusaltateBumeidinaeluussma wneds uwundese
\w3av1edumesiinnneUsyimnea (Thailand Domestic Internet Exchange) U89d1INIUAMENTINNTT
Aansnszaieides Aamsingviend uazAsnsinsauunauuiand Usedufounatnu 2564 vaelminia

1.4 ununwnsideuraiatetiedumedidinssnineUsama wnede unuamnsdoNse
1rStnsdumesitinseninelsywme (Thailand International Internet Gateway) ¥a4dinuALEN T
Aansnseaeides Aamsingvien] uazAsnsinsauunpuuiad Usgdnsounainu 2564 vsoluini

1.5 Local Link mngds suiunsideuselasstressuvdoasinaluladasaumaszvitan
Huft (Local Link) sewinauminendaiuineandne q vesuvineds

1.6 UniNet nane@ie drifnauuimsmaluladarsaumeiionauinisdnun diney
AMIZNIIUNNTNTOALANY

1.7 nsmivderonansUluaunisldy mned nsmnielenansuSinansidenstioma o
gty Fududeyailitiu 7 Yu deutuauesien deyausniduiy, dUnv, ey uasl

2. swaziduauazdoniuuanisignlduinig

2.1 wwiInededesanunsolduinsdumesidn mednsianuii nelulsemelddosnin
4 Gbps uazArsUszmaliltiosndn 4 Gbps Wenlugadinnuanludimindeslmivesliian Tny
mafauesmfesianaduminsidenseifieliilfiiants Down Time Tunnnsdl sniussuului
yasun1Ing1dedadounitu Tnsdunindenfulonarsiauasianiioystnaunisiiansan
mnaanTsINsARmRdemeidusafasasnsalidoyaviotusdiivamivendtld

invuasieaziduanuanyML
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2.2 uwinegndefesaunsalduinisBumesidn Aednsainuis meludszmalidesni
1 Gbps waraAUszmnalidesndt 1 Gbps Wewludsdinauamuiludmindudlnivesdliian Tay
yafiauesimdosanadurnamsidenselitiiuegradaauindu Route Fiber Miflupuasndumaiy
Yo 2.1 Tneunmeuiuionanaueaniieussneunsfinnsan mnanznssuNsAnANNEE LTS
Q’Lauaﬁmﬁaqmmsnlﬁﬁauuaw%a%mm’tﬁﬁuwﬁwmé’alﬁ

2.3 91 TYAvOINAIMEIFE Raag o suadhailen Suneiiles Swmiadedu sosanunse
M5umediiingaesnsiamunilitosnin 1 Gops Woudeundosuimsianisssuuiaions 1ms
dilnAdvaitensfinu TnemaiauenmissuanadumamsidendeliielalfiAnnis Down Time
Tunnnsel i usyuuliwosminededadeasiady Tnsdunmfeutuienaisiauesianiile
Uszneumsfinnsan mnaunssumsiaaudsdnisdiauesafesansalideyavietiadlitdy
wiinendele

2.4 pransveRnilndnundedl 1 deeg a duathaden suneiles FmIndudlul fea
annsalddumediiindresnseauilitosndt 1 Gops Weurewdiarnsyavewniinerds enmns
Alnemsiauesimdesuanadunianisideudeiiteldliiinns Down Time lunansdl sniuszuu
Ihwewminerdedadoaviniu TnsBunmdeutuienarsiauesiaiileyszneunisiiansan win
ﬂmzﬂimmsLﬁmmmaaé’am\1;;J'Laua51mﬁaaam1iﬂ‘lﬁﬂagaw?a%l,mlﬁﬁ’uwﬁwmﬁaléf

2.5 uminende Fesansalduinisvendenselasedionisearsuazszuuiniony
sumedinluusasiuiisansdnu Tnemefiauesiadeuanadumamsifendaiielalliinmis
Down Time Tuynnsel snuszuuliihvosminerdedadoainiy Tngduumieuiuienarsiaue
sALiteUsEneun1sianTan minangnITuNsAnAEdslaueateansalifeyanie
Fuadstiuaminendels SeisreaznBendadelul

2.5.1 fiauosimazdondourouuy  Local Link USsgudulen saoe) o4 FiuaLlan
suaowidy Jariadeddml fednsanusilitesndt 200 Mops wagdmsu WiFi Network ¢17g
dnsrmnusliitesni 50 Mbps
2.5.2 flauemanazsondouiauuy Local Link WWingumualgesaou fang o v

236 w3 Muathany suneileanigesdey Jwmiauldesden dednsanuiiilitesndn 1 Gbps
wazd MU WiFi Network msdnsimanuisaldidosnin 50 Mbps |
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2.5.3 flaussinnazseadenssiiuy Local Link lUfenrseiunUsasddiuniw
wlulaBansauind warineusns qudisiy dieg o duaazae-dndn sunewiEu Smindedlnl
sednmanudilitesndn 2 Gbps uazdwm¥u WiFi Network fmudnsiauisaldtosnit 100 Mbps

2.5.4 fiauasinnasdiondausiouuy Local Link lUgtennrseiunysasAfiuniv
wialulaBansauna uagdngu3nis quéialisy waog o Fuaava-udn suneudiy Smindeslud
esnsanudiliiosndt 1 Gbps lnevmafiauenaeuanaduranmsideudeliivedradaiau
38 Route Fiber Miunuasidumaiude 2.5.3

2.5.5 fiauesiadosamsatiivua 1P Address fiuminendeldsunsinassves
Uninet Ifanunsaldauldlashidugunsal$nwiainuvasadsvuiaietisaouiinnesiussiu
wawnalAtY (Application Firewall) ﬁﬁLauasWﬂﬁm&?ﬂﬁﬁuwﬁw&né’a

2.5.6 flaussinnazsosiiiunisideuseuuy LocaL LnnkImamaqmmsnusmsmmi
syuuledetng o euimsiamsseuuiaSetne ermsdrdnattaiiontsfinu du 3 quiidesth ves
uminende Ifedstosdall

1) mauas’lma maammumwuammmu Local Link 910 %183u3msinn1ssguy
ety enmsdinaavaiiensAnu U 3 gudiisa Wdiiuidansigounisaounnituiifesan
Anudswlaitesnidn 3.5 Gbps

2) mauaﬂma maqmwumswamauuu Local Link 910 %B4Uiv153An1558 UL
ety enmsdiniavaiientsfinu du 3 qudiiea TUgsiuisnmsiSounsaouynituisne Sns
raFIsauliteundn 3.5 Gbps Imamu&muas']mmamamLaumqmimama‘lumuamwmwmLﬂu
Route Fiber Mflumuazidumariute 2.5.6 (1)

3) mmﬁvuﬁﬁmmiL‘%Hunﬁaauﬁ”\aqmmiﬂwmu IP Address iUy Dynamic Host
Configuration ProtocoL PNNUMInedsla

4) ynfuiidanisiFounisasusssaiunsaldanu Domain Name Server 910
wnnedele

5) yndufidanisidounmsasusosensauimsianisdenauuaznisinuam
Uasaduuuszuuiaietisneuiames numinedule
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6) Nniuiidanssunisaeuszesannsaldfoyaasaumannuminendels
7) nﬂﬁuﬁ%’ﬂmsL‘%EJumiaau%ﬁaqa111wsnl%muiwuimﬁwﬁﬁyugm‘uaa

WNIMENRERUTEUUATOT B ABNRIABS A '

2.6 lunsliszuuiedetedumedidaves Uninet lilanansaldanls Tasadienisdeansuas
sruuiadetedumesiidn vesfiauesimaesannsaliuinsdumesidala

2.7 lunsdiiszuuinfetedumesidnvesiaussialiianunsoldonls Taswensdoans
wagszuulATeUnedumesidn o Uninet fosanunsaliuinisdumesiinls

2.8 Q’Lauaﬂmﬁaqmmsmaa%’umimmmj’aaﬁ’mmm%mﬂ wazgunsalang 9 Fuvinends
¥pave Tunsaifumminendefirusniudeddlufanssuiidfny Wunsdfvey 1wy swsunssswnu
Ygying nsawzlaussuveatindne viadu q fuminendudesne

2.9 éLauaiwmﬁaqLLamqlﬁLﬁuaejwq*ﬁ'ﬂLﬁ]ulumsa“mﬁmé’uwmﬁﬁaﬂﬁwﬁwmé’aﬁL“fjam\'a"l,u
nuiidansinwvesumiinerdoiitelilfiinnis Down Time Tuynnsd sniussuulwilves
uAnededndourtniu Tasfuumieusuenasiauesaiilaussnsunisiansan wnAmenssuMS
Lﬁmmmmé’amqétauamms’faammsnlﬁ%’azgaw%%mﬂﬁﬁuwﬁwma‘“aléw" Wielfumdnende
annsaldszvunaieunisasussulal svuvaevesulal wavszuudu q fumineduldledy
Usgandan

2.10 sﬁjmuaﬁﬂmﬁaﬁmmmaﬁagmm'laLLﬁaL‘hLL?NL%amiav‘ml.éiuwNﬁg«ﬁumwé’ﬂuasLé’uma
d1509 , Router , Switch LLaquﬂiﬂJ"Su 9 Fendudmunisinne wieuUssanurunazsuduns lu
nsufluAn Configuration Saufugliuinisseduiiuminedslduinised isldaunsaldau
Suwesidnla

2.11 fiauermsesliuimsszuuinietnedumeiidnuiiminadunaon 24 aluslaifins
Down Time Tunnnsel EJﬂL*?uisuulw%mamwﬁwmé’ﬂ‘ﬁ’mﬁmLﬁwﬁu |
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212 flauesaazdesliiulueyginuszneuiansinsauunan lunsbivinsBumesidn
wuuiinils Tnesesil Gateway iuvasmuies MdeuludaflivinsdumesidnludeUsma (ISP to
International Internet Provider) u3agfliu3nsdearsuanivasutoyadumesiiindraszine
(International Internet Gateway : IIG) Insautifvedlassinedumesiinnulusugimuuuinis
mensnnusisliidesnit 40 Gbps Inersdaununmnisideurainietisdumesidnszning
Usene wazdivdinanisidaulutiagtuliiiu 70% vesdnsnruaiomn §1e8s1nnsmiviie
onansUTnansldeu Tuuuswiauenaisidussnnn uazfiauesanassiosdinisideulude
Tiusnisfeansuanidsuteyadumesidnaneludszina (Thailand Internet Exchange :1X) asdasdl
2vasidenlusfugliuinisdearsuaniuasudeyadumediinnigluusyine (Thaland Internet
Exchange :IX) aeatfan 2 flusnns Tnsvuavesdesdyrasziesivuiaanuiilidesniiaosi
yoamudifiinaue (wanmsiuauliidivedrataien) uazanudisnrimuasodiidesnia 350
Gbps. Insuxunmnsideusoirdetedumedidnaelulsave waziiviinanisldelutegiuld
\Au 70% veednsimnuniaiun $198eannsanvietenansuiunanisldi Wuwunimwiey
LBNFTEUDTIAN

2.13 fiavesinnavseslddnauamuludmiaduslnl Fadeusedymiudumedidnluds
nsunnuvnunsY fdnsmusalidesnin 30 Gbps wazdudinumsldaulutagiuliiiu 70% ves
Snseudianun suiliausliiuivinedee Tnsdrdannsviviaenarstiinansldou W
WUUINWEBNBNENTIEURTIAT

2.14 flauesiaresdnyin Web Site dmsunsivaauyiununisldnudumeiiin (MRTG)
nnduneaiidouselifuuming de safeiideudeludiiuidanisisounisasudig q vos
wivendvegatiosdeelul

1) nsmuansUinunslfanutom

2) nmiuanaSinanisidaunelulssne

3) nymluanauTunansldnusinsussne

4) nsmluamaUSinansldeuivesrudusiy

5) nyminaneUiuansldnuvesgudusia

6) nsuansUsInanIsldIvesInenLLgedeaY
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2.15 JLaussIAIRoUaAUBUHUNITAARAY (Installation Plan) szuvanedyyinuazaunsal
é 4 ) o < v a v v a ¢ v P
pansou 9 wazuaulunisuiuasuszuu elwuninerduldaudumesidnls Tasdiszeziaan
audunisiaadlidiiu 20 Tu dudaainiuasunaludyagn

v
a

2,16 nsliuinsBumedidnfiuvinends Fedlifinisdnganiounniadladnadla q Hadu
dmsunniuiidanisGeunisaou mnilanudrgaunnsesdosannsaldanldnely 1 4ol uazdos
unwdatliliiu 2 afiaifeudefiuiidnnisdsunisaeuresmineds Taudsdoyanistrsn unwdos
TrumAnendefunsiu smninerdeddvivefunasuiuduGuamudnoudidssyiludyg sl
annsadsuglivinisseludlaiud Inefiauesimdesliiiosdeanmsnguunefuuminegde
waranIngndeaziosausaldnudumesidadelula aundtuminerdeasdamgliuinisselnl
wazihnsinsaszuulndioudes Tnealidefeaiulunmiimmunly

2.17 frauesanazdeadisesaunsldalituuminedofunsunnideuiunainiud
WMInedenviun

2.18 flauesiamesliuinissruunidunisuuulauiia (Dynamic Routing Protocol)
fuuinedenarlunsdiuminedoianmulsrasdasUAsunasdormun vioulousesszuum
dummauuulaunda Giauesimasdesduiunisbindiaionielu 3 Halus sudiuningrdesesve
InglifnAnlddne '

2.19 fiauasiaredliuinissruudiseslaiu (Secondary DNS) Muuvninends waglunsdl
fuminerdefinuuszasdazildsunladoimusnioulsunslawuromming @y flauesian
arfosdumstiuduadanelu 3 $ilue aufumiingrdeiesve Tnglifnaldene

2.20 nsdisreeuinansldnudumesiin (VRTG) Afiaussiardarintu linsafud
winingdyinmsiiutuiinll Theersissnuvesamiinerdedundn Luusszannsouanddiiuls
TpumTIneduinteianann

221 cjmuaswm%ﬁaalm'ﬁwLﬁumﬂmﬁuﬁaaé’mmm (Filter Port) nsadayala 9 weq

wInerds Famnianudndudesdadudoyaln 4 sededldFumuiivrouainuminendeneu
faziuszdeilutasnanitaiu Tiewadioutszuuiinmsdades iminendeannsavefuuar Uiy
HuRumadouiildssyliludyan
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2.22 fiauesimmeliszuvudanatntosndidauassuuvewuniineids nadeainy (SMS)
LAZUUUSIBAZLBEANIY e-Mail wionfuiesiininauilansautlomadadadidnansd v
winerdonasn 24 4alus ldifutungasivnis laefidiauesiadesinnigfuinvoulunis
Uszanununsunlelgminiuuminerdelaense Imalﬁﬁma'ma%aé%’uﬁmﬁauﬁqna'ﬂluifuv‘hé’zgzgw

2.23 mnifamndademnnsd uminerdeEutunafiiamndadesmusenuliinunisly
1N MRTG lude 2.14 mediavesimdesdadianlifiuuminedylaeudediuanlunisieniiu
Ausnsedeuluseunoudnll

T
< a o

2.24 faupsinresniidunisiisuudumeiidnifnnssesiunisidnussuuinsdnisening
4 do o v & a
wunTan1sieunsasulmduung
v 1 ) . A a w R '
2.25 {lauasimmeadann Public IP Address v.4 Tamgilauluuuunninedelidesndn 1
Class A 30 2 Class C
2.26 flauas1ARaeinn1s Public IP Address v.6 Tiiuumanerdeldalalidesndn 8 1P
Address dm3UluInTs DNS was Web Site UBIumiIngdy Lasuiieau
2.27 fiauasiaresinidun1sdamigunsalsessu Link 5 Gbps waw 3.5 Gbps ¢ uazanunsa
v v Y . < v ] A4 1 oa ¢
Usen1A IP Address 7ilAsun1390@5531n Uninet tivalvaiunsaldaiussuuiniatiuduivesidnaes
Uninet 1g1
2.28 fiauesinsiesinidunisdanigunsalsesiu Link 1 Gbps ¥a¢ Uninet la wazanuise
UsEn1el P Address AildSun153n@s997n Uninet talsaiuisaldaiuszvuiniatisdumesidnans
Uninet ¢
2.29 fauesimsiaaiindam uazfinnigunsalinuvanudasndsuuiasetieneuiiines
Y] a o . . . | s a a o
Tusyauwenwnaladu (Application Firewall) 15895UiiUs2@nTAIWN199197U (Throughput) V83
Firewall S1wazi8un Assioluil
A = a o v .
1) \Yugunsal Appliance fimanuuuTunianiz ieviminfiilu Next Generation
1 o I 4 o Y oa v o ) ¢
Firewall wazdmneuszananalluwuy SPU WWayMUmIgzuuayun1snueesiigunsal
d o v | 1 . ; . "
2) Qﬂnizﬁwmmuamadagmﬂm Magic Quadrant for Enterprise Network Firewalls
2017 uay Magic Quadrant for Unified Threat Management 2017 Tuszau Leaders
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3) guUnsniaxdiosdl Interface dmfuidonsioszuulAiernsiuy Gigabit Ethernet(RJ-45)
Tiitfernin 16 Yeauar wuu Gieabit Fiber (SFP) fisasfunisinas SFP Transceivers lalforndn 16 g
WAL WUU 10-Gigabit Fiber (SFP+) fisoa¥unsinss SFP+ Transceivers lalifounin 8 dos lagun
Interface ¢ 1U150819UA ( Interface Rule ) WU LAN \WAN %58 DMZ 1§ wazaiuisaniviun
( Interface Zone) Aifjauaszuuimuatuuies lilaudass vio annsadmualidu Interface d1mi
v HA 18

4) gunsalazAasll Storage n1elu vunalitosnd 240 GB 97u3u 2 Units

5) fanusqlunsvineu Firewall Throughput (1518 Byte UDP) laiviounin 72 Gbps

6) au1snsosfunisideurondousu (Concurrent Sessions) TCP flaitfasndn
10,800,000 Sessions

7) @wnsansradeunariostunisleufinietreyssuan 1PS Aflannadlunisvineu
Throughput (Optimal) lalitesnin 13 Gbps

8) anunsavhnsidenles IPsec VPN Saiimnundalunsvhalsiesndt a5 Gops

9) anunsavinsideules SSL VPN anniades Client lidtfosndn 9000 Users Taglaisea
Hoanlgany

10) @wWnausMINIsIANIsUnsaliiu Console waz Web Browser LWy Firefox 130
Google Chrome o1

11) @1u150@519 Firewall Policies H@NHATUAUTENRI19 IP Address, User, NAT,
Security Profile ng/l# Firewall Policies ludaidganule

12) ‘@ansansiadusaziestiu Virus fdhaniulusinaea HTTP, IMAP, SMTP, POPS3,
MAPI uaz FTP 1g1

13) aunsovhanludnuug SD-Wan imunuidumees Traffic WUy Load Balancing
N AUNINUBY Link 1y Latency, Jitter, Package Loss

14) @wnsnsessunsvauiy 1PVe Tewail Routing, Firewall, UTM, NAT64, NATA6,
IPSec Tneldnpadoailaane

15) see5unisnsavdeulldeu (User Authenticator) i Local User anelusagunsal
109 LDAP waz Radius 52u89811150%1197144UY Single Sign-On AU grudeyanldeiuvu Active
Directory (AD) wag Radius 161
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16) anunsauussziuvesgguaszuulivaisszduiiiennulasnisresnisinnasg
gunsailél Administrator Profile
17) arusoadiadaydgldaru (User Account) Usslan Guest wie Temp User di
sWaruLUUAN (Random Password) uazannsofuivny@gldnusenanlugiuuusi (Ticket ) 16
18) @"1130d3 Log WU Syslog Muanmsgu RFC-3195 way CEF TUg Server nnguen
lawnnda 1 Server
19) s935un1svineIudnunie Virtual Domains laethaes 10 Virtual Domains
20) gunsaifasléFuNI93UTETIN ICSA Labs fail Firewall, IPsec, IPS, Antivirus, SSL-
VPN g IPv6
) gunsaiiiauefowriuimsgu FCC uag UL
22) gunsalazsosliunasinglwiuy Redundant Power Supply
) qﬂnszﬁﬁmumﬂwwu Enterprise License
24) vafiaussimiesdauiimnsfiuminerdearnisauine vieraunuluns
sdiunmaieaiugunsal Firewall filausldlnglidndssededsuanvoudnaniluiuvindyan
25) firdesmeufinmefuuunnwiiielddmivuimsinnisgunsaiinwimnulasasiy
vulAsetnenaniinesluszaulowndiatuy (Application Firewall) laeilaadnunzetiaes il
(1) fimhedszananalitosndt wuu Intel Core i5-1135G7
(2) Souansuanwlsitiosndn 14 i sedu FHD
(3) Tgunsaidaifutoyaliidosnitnuy ssp Afianugliesndt 256 GB
(@) fimheanudwdnlidesnii 8 GB
(5) fidoadiousosyuuiATotELUY Gigabit Ethernet
(6) amnsaideusessuuiadotineufamesiuulianeld
2.30 fiauesindesifiumsinindunivdsesiuninendelunsdidumananlianunsold
ulld vieiiamnanidu vty nssualihdndesnelufiuiidanisinuvesminede Tneidums
fndndeunelaensiludsszuninietnsvesfiauenanfieliaunsaldszuunisiFounisaoussulal
ssuvdeveaulat warsruudy q fuminendeeseldifiuussansam
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2.31 éLauaiwmwﬁaﬁmmqUn‘id‘lﬁﬁ’umqwﬁwmé’mﬁa’l‘ﬂumimwaauﬁiymﬁm
fumesiiinan neusnumineds lagladealdine Ussnoume
1) @y (SIM) wes DTAC, AIS, True uaz NT slednsinauiialddssnit 4 Mbps
od19a8% 1 Tu '
2) B (SIM) vesfiauevdeflviuinissedu S1uu 5 3 Mmesnmmnuiilivesniy
512 Kbps Litelddmiugunsal IoT vesuminedy
2.32 fiauesianvzsesiamaunsalnszaedyaudumeiidauuuliaty (Router WiF) wuu
TdBa (SIM) vasfiauasian Fednsrmnudalitesndn 10 Mops $1uau 3 ya Bifusminendoiield
dmunsUssaesula nsdifiszuuieietedumesidnvesmiingdedndea
2.33 c?muaswmé]’aw‘hﬂm%mai”wLﬂ?a‘u"]a%umaiﬁmLﬁa‘lﬁwﬁwma"&Jmmm’Hj’mu
sEuvUImsmsiunisadiniasguuudidnvseding (https://webonlineintra.gfmis. go.th) AIUTZUY
LﬂiamEJmalwammwmaaluwnwuwamnmwumsaau
2.34 flaveafeniinisidouressuuiadetisrenfiames mnthuinymains 20 wiae
wdad 1 Wdsthuinyaang 20 mitsewdsd 2 gudusida Fuae Fiber Optic WUY Single Mode ¥in
fameniouenenns lnsannsalduviutualniuasiinsemintosiudnifaung (ARSS : Anti
Rodent Self Support) wazduduagloufaiuasiianunsoiliu vie JeuvitlsAulneilassadane
wan (Armored) fianusatostudnivdevesdaunszunnlauasloniniuadlifesndn 12 Core wiou
gUnsnUszneuuasideasuuuiiansuunalsiosndt 120 wiouudnlwlsivosndy 6 dos
2.35 fiauenimdenimsideudessuuiaietisreuiinnesantuinyaains 20 mise uds
7l 1 Tugshuinyeains 20 wise il 3 qudualin faes Fiber Optic LUV Single Mode wiinfnss
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